ITPABUJIA

3a 0e30I1aCHOCT Ha 1elaTa U yYeHUuLuTe B
KOMIIOTBPHATA Mpeka B 1eTCKATA IPAJIMHA, YYHJINIIETO 1 B HHTEPHET

Te3u npaBuiia ca paspadorenn ot [IbpkaBHATA areHIM 32 3aKPHJIa HA J€TETO, B
naprabopctBo ¢ I'1aBHa pgupexkuusi ,bopdéa ¢ opraHusmpanara mnpecTbIHOCT”,
Hanmnonanen meHTbp 3a Oe3omaceH MHTepHeT, MHHHCTEPCTBO Ha 00pa30BaHHETO H
HaykaTa, Pernonajino ynpasJjienue Ha oOpa3oBannero — Codusi-rpas, pbKOBOAUTEIH HA
oOpa3oBaretHH HHCTHUTYLUH 0T Cbl03a Ha pa0oToAaTe/JMTe B CHCTEMATa HA HAPOJAHATA
npocBera B bbarapus, CapyxkeHnero Ha JUPeKTOpUTe B CPeIHOTO oOpa3oBanue Ha P
Bwarapus.

Ilenure Ha nmpaBuJIaTa ca jaa ce:

° rapaHTHpPa MPaBOTO HA JIeTeTO/YYeHUIIUTE HA TOCTHII 10 MOAX0As1 1A
uHpoOpMaLUA U MATEPUAJIA B MPexKaTa;

° OChIIECTBH NMPEeBEHIUA U CHHTEe3UPA HA e[JHO MSACTO HHpopMauusTa 3a
ONACHOCTUTE B MHTEPHET;

° NMPeA0CTABAT KOHKPETHH HACOKH 32 3aKPUJIA HA J1eTeTO U 0e30IacHo
NnoBe/leHHe B KOMINIOTBPHATA MPeka B IeTCKATA IPAJIMHA M B YUMJIMIIE U B HHTEPHET;

° NnoA00pH KOOPAUHAIUATA M OTTOBOPHOCTUTE HA YYACTHULIUTE H/UITH

BCHYKH 3AaMHTEPECOBAHU CTPAHU.

OTroBopHOCTTA 3a TapaHTHUpaHE MpaBaTa Ha JeraTa 1 3aluTa Ha TEXHUTE UHTEPECH €
CIoZIeJIieHa OTrOBOPHOCT MEXKAY CEMEWCTBOTO, OOIIECTBOTO W JIbpikKaBaTa, upe3 HEHHHUTE
OpraHd W WHCTUTYIMHU. BbIpekn ToBa, Ta3u OTTOBOPHOCT € paslpejesieHa, KaTo Ts ce maja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CIEIUATHO HA POJUTEIINTE, HACTOMHUIIUTE, TTOTICYNUTEITUTE
WJTU JPYTHUTE JIWIA, TIPU KOWTO JIETETO € HACTaHEHO, TOraBa KOraTo € Ouiia mpeamnpuera Msapka
3a 3aKpuJia M0 OTHOIIEHHE Ha Hero. OTYMTAlKu TpyAoBaTa aHTAKUPAHOCT HA POTUTEIIHTE, B
HSKOW OT CIIYYaWT€ U TPYAHOCTUTE, KOUTO HM3IUTBAT B OTIJICKIAHETO W BBH3MHTAHHETO Ha
JIETETO, B OCHOBOIIOJIArallusl MEXIyHApOJCH aKT 3a IpaBara Ha JeTeTo KoHBeHIMsATa Ha
OOH 3a mpaBaTta Ha JETETO, KAKTO M B PeaWIla HOPMATUBHU aKTOBE OT HAIIMOHAJTHOTO HH
3aKOHOJIATEJICTBO, € IIOCOYEHO KaKk OOIINEeCTBOTO, COIMATHUTE U 00pa30BaTCIIHUTE
WHCTUTYIIMH, ¥ JIbp)KaBaTa U3MBJIHABAT TE3W CBOM OTTOBOPHOCTH 3a OKa3BaHE HA aJicKBaTHa
MOJKpEeNa Ha CEMEHCTBOTO, 3a 3aKpujla Ha JCTETO W 3a 3allluTa Ha HETOBUTE MpaBa M
HWHTEPECH.

Corinacio KouBennusita Ha OOH 3a mnpaBata Ha [A€TETO, POJUTEIUTE HMAT
I'BPBOCTENIEHHA OTTOBOPHOCT 32 OCHUTYpSIBAHE BHCIIWTE HMHTEpECH Ha JeTeTo Aa Obaar
I'BPBOCTENEHHO choOpakeHue. Pogurenute wiu, criopes ciydas, 3aKOHHUTE HACTOMHHIIM,
MOTCYUTENM WM JPYrH JIHIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTIOBOPHOCT 3a
OTIJIEKAAHETO U PA3BUTHETO HA JAETETO.

JbpxaBaTa, upe3 HEHHUTE OpraHu, TpsAOBa Ja MpeArnprueMe MOIXO AN CTHIIKH, 32 Ja
MOJKPENU POIUTEIUTE MPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSKOHW POJUTENU
HE MOraT WM C€ 3aTpyIHsABaT, TO B TE€3W CiIydal C€ HAMECBAT OTTOBOPHUTE Ibp>KaBHU
WHCTUTYIIMHM, 3a Ja OCUTYpPST CIa3BaHETO Ha IpaBaTa Ha JETETO M 3aJI0BOJISIBAHETO Ha
HETOBUTE HYXIHU. 3abJDKEHUE Ha AbpXKABATA € OCUTYPSIBAHE PA3BUTUETO HA MHCTUTYIIHH,
3aBelleHUsT W YcIyru. B Ta3u Bpb3ka poyiAtTa Ha 0Opa30BAaTEIIHUTE WHCTUTYIIHH €
M3KJIIOUMTETHO Ba)KHA M KIIF0OUOBa. Te MoraT Jia JompuHecaT 3a 00y4eHUEeTO U MPEeBEHIIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U Ha POJUTENINTE, KaTO MO TO3U HAYMH MOraT Jia uMaT
JIBOMHA T0JI3a 3a Jienarta. B Ta3u mocoka HAcTOSIUTE MpaBuja, JaBaT OCHOBHU MO3HAHUS 3a
ONACHOCTHUTE, KOUTO KPHUE BUPTYAJIHOTO MPOCTPAHCTBO C II€JI OCUTYpsSIBAaHE 3aKpuiiaTa Ha
JIETeTO OT BPE/IHHU 32 HEero uHpopMaIus, MaTepruaid U KOHTaKTH.




OcCHOBHHTe NPUHIUIHK 32 paboTa B KOMIIIOThPHATAa MpEXa B JIETCKA I'PaJUHA U
YUWJIMILE U B UHTEPHET ca:

1. PaBeH m0CTBII HAa BCUYKU /i€l U YYEHULH;

2. 3ammWra Ha JAeUaTa W YYCHUIUTE OT BPEIHO WIM HE3aKOHHO CBABPKAHHE WU
uHbopMaMg KaTo: CaMOHapaHsBaHE, TBPrOBHA C HAPKOTHIHM, Xa3aprT,
IpornaraH/iupaHe Ha BpPEJHU M ONACHM HABULIM U JEMCTBHUS KaTO aHOPEKCHS,
Oynmumusi, moOpHOTpadus, TOJCpUpPaHE HA pasnTuIHu (HOpMH HA HACHIIHE,
[IPOINOBSAJBAHE HA TEPOPU3bM, ETHHYECKA M PEJIUTMO3HA HETOJIEPAHTHOCT,
CaMOyOHICTBO U JIp.;
3aunTaHe U 3alllMTa Ha JIMYHATA HEMPUKOCHOBEHOCT;

4. TloaroToBka M KOHTPOJ Ha JellaTa U YYEHULIUTE 32 O€30IIaCHO U OTTOBOPHO
MOBEACHUEC OHJIAMH;

5.  ChTpyaHHUYECTBO B AyX Ha TOJEPAHTHOCT U JOOPOHAMEPEHOCT MEXKY JIeTCKaTa
rpaguHa/yquIniieTo U poAUTEINTE/HACTOMHUILIUTE.

w

KommiorbpHata wmpexka B JeTcka TpaJuHa U YYWIMILE C€ U3MO0J3Ba B
MeJarornyeckKuTe CUTyalluu U y4yeOHU 4acoBe caMo 3a oOpasoBarenHu uenu. L{gmata mpexa
oOxBallla KOMITIOTPUTE, CBBP3aHU C KaOenHW W/WiM O€3KUYHU BPB3KH, CUTYHpPAHU B
KOMITIOTHPHUTE KaOMHETH, 000PY/ABaHM KJIACHU CTaul U aJJMUHUCTPATUBHUTE MOMEIICHUS Ha
oOpa3oBaTesiHaTa MHCTUTYLIMS, KAKTO M YCTpOMNCTBaTa (MEpCOHAIHU cMapT(OHH, JANTONU U
TabneTH) ¢ 0€3)KMYEH JOCTHIT 0 HHTEPHET.

JenaTa U y4eHUIIMTE MMAT TPABO Ha:

1. PaBeH mocThIl 10 MpekaTa Ha 0Opa3oBaTeIHaTa HHCTUTYIHS, C H3KITFOUCHHE Ha
KOMIIOTPUTE B aIMUHUCTPATHBHHUTE TIOMEIIICHHSI.

2. Pabora ¢ ycrpoiicTBara (KOMITIOTPH, JANTONH U TaOJIETH) B MpeXKaTa ¢
MOJIKpeTiaTa Ha TeIarOrMYeCKH CIISIHAJIHCT.

3. OOyuenwue 3a 6e30MacHO U OTTOBOPHO MOBEACHUE B MpEKaTa Ha 00pa3oBaTeliHaTa

WHCTHUTYLUS U B UHTEPHET.

WNudopmarnus 3a npaBuiara 3a paboTa B Mpexara.

CurypHa 1udpoBa cpena B IeTcKara IpajidHa U yIHIIUIIETO.

6. Tlon3BaHe Ha MOOWJIIHMTE CH yCTPOMCTBAa M3BBH y4eOHUs mpolec (TOYMBKaTa M
MEXIydacusTa), a NpH HU3PUYHO YKa3aHWE HA YUUTeNl — W B Yy4eOHHUs
Yac/mearornyeckaTa CUTyalus 3a IeuTe Ha ydeOHus Tpoliec.

o s

BAYKHO! IlpaBunara 3a 6e3omacHa paboTa B UHTEPHET, KOUTO JelaTa U Y4EHUIIUTE
ca 3aJbJDKEHU J1a CHa3Bar, Ce MOCTaBAT Ha BUAHO MSCTO B oOpa3oBaTeliHaTa MHCTUTYLHUA,
KaKTO M B KOMIIOTbPHUTE KaOMHETH, Taka M Ha caiiTa Ha JeTcKaTta rpajuHa/yuuiuiero. B
HA4yajoTO Ha YydyeOHAaTa TOJWMHA 1O TOJAXOMAIL] HAYMH BCHUYKH Jlella U TEXHUTE
POAUTENN/HACTOMHUIIM/TIONIEYUTENIN Cce 3amo3HaBaT ¢ TAX. llegarosutre mepuoAUYHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B MOIXOIAIIH (GOpPMH U IEHHOCTH, B KOUTO CE
BKJIIOUBAT Je11aTa/yUeHUIIUTE U POJAUTEIUTE UM.

Yacrt I. OTroBopHocTH Ha PbKOBOJUTEINUTE HAa 00pa30BaTeTHMTE WHCTUTYIHH,
HA NpPo(eCHOHAJMCTUTE, padoTem ¢ Jena M ¢ MH(POPMANNOHHO-KOMYHHUKANMOHHH
Texnosoruu (UKT)

JlMpeKTOpBT Ha JeTcKaTa rpaJuHa/yauiInIeTo:
1. Opranuzupa IeiHOCTTa MO U3MBIHEHUETO Ha TE3H MPaBUIA, U OCUTYPSBA TOCTHII
710 KOMITIOThPHATa Mpeka, €(peKTUBEH U MOCTOSIHEH KOHTPOJI, TNIAHUPAHETO Ha




MEpKH TI0 OpraHM3alMsiTa 3a Cla3BaHe Ha IpaBwiIaTa 3a paboTaTa Ha jaeuarta u
YUEHUIIUTE B MpeEKaTa U 3alluTa OT BPEJHO WIM HE3aKOHHO CBhAbp)KAHHE B
UHTEPHET.

OcurypsiBa Ipu TEXHUYECKA BB3MOXKHOCT TpOcieisiBaHe Ha Tpaduka,
OCBIIECTBSIBAH Upe3 MpekaTa Ha 00pa3oBaTeIHATa MHCTUTYLIMSL.

[Ipn xoHcTaTMpaHe Ha ciaydad Ha KuOepTOpMO3, HE3aKOHHO ChbJIbP)KaHUE U
MOBEJICHNE B MpexaTa Ha oOpa3oBaTeiHaTa WHCTHTYLUS W/WIM B HHTEPHET
yBeJOMsiIBA He3a0aBHO KOMMETeHTHUTe opranu — Jupekuus ,,Conmaino
noAnomMarase®, no mecronpebuBaBane Ha jereto u ['naBHa nupekuus ,,.bopda c
OpraHu3upaHara NPecTbIIHOCT , CIEUUAIU3UPAHUAT oTael ,,KubepnpecTbnHoCT
Ha MBP. B Te3u ciryqan oka3Ba Hy)KHOTO ChIACHCTBHE HA KOMIIETEHTHUTE OPraHU
C L] YCTaHOBABAaHE Ha U3BBPIIUTEIMTE M HOpeaIpUueMa MEpKH 3a
MPOTUBOACHCTBHE U IPEMaxBaHE HAa CHOTBETHOTO ChABP)KAHUE OT Mpe)kara Ha
oOpa3oBaTesiHaTa UHCTUTYLIMS. Moxe /1a mosiydyaBa M KOHCYJITaHTCKa IOMOI OT
Hanmonannus 1eHThp 3a 6€301aceH UHTEPHET.

Opranusupa B HayaJloTO Ha BcsAKa ydyeOHa roJMHa 3alo3HaBaHe Ha Jenarta u
VUYCHHUITUTE U POJIUTEIUTS/HACTOMHUIIMTE C MpaBmiata 3a Oe3omacHa paboTa B
Mpexara.

OcurypsiBa OTTOBOPHO JIULE (CITYKUTEN WM HAaeT BHHILIEH CHEIHAIUCT), KOETO Ja
M3MBIHABA QYHKIIMUTE HA CUCTEMEH aJMUHHUCTPATOP.

qu/ITe.HI/ITe, nmeaarortdyeCKuTe CrieimajaucTu u p’bKOBOIlI/ITe.HI/ITe o HanpaBﬂeHne
HUKT ca n1pxey na:

1.

2.

PazsicusBaT mpaBuiata 3a 6€30MacHO ¥ OTTOBOPHO MOBEIEHUE MTPH padoTa B
MpexaTa Ha oOpa3zoBaTeHaTa HHCTUTYIIUMS U B HHTEPHET.

OcphbI1iecTBsABAT MOCTOSTHHO HAOJIO/IEHWE W KOHTPOJ BEPXY paboTaTa Ha Jerara u
YYCHHUIIMTE B MpPEeKaTa Ha 00pa3oBaTelIHaTa MHCTUTYIHS B yueOHO BpEME.
[Ipeanpuemar He3a0aBHU MEPKH 3a IIPEYCTAaHOBSBAHE Ha JOCTHIIA HA JeraTa u
YYCHHUIIMTE JI0 HE3aKOHHO U BPEHO ChIbP)KaHHUE B MpEKara.

VYBenoMsBaT He3a0aBHO AWPEKTOpa Ha JETCKaTa TIpaJuHa/YYWJIUIIETO TIPH
HapylllaBaHe Ha MpaBujaTa, Cliydad Ha KHOEPTOPMO3 MJIM MPH yCTAaHOBSIBAHE HA
HE3aKOHHO M BPEIHO ChIbPKAHUE WM ITOBEJICHUE B MpEKarTa.

Oka3Bar moJKperna Ha Jela W Yy4YeHUIH — OOEKT Ha KHOepTopMO3, upe3
IbPBOHAYAJIHA TICUXOJIOTUYECKA TOJKperna OT YYHJIMIIHUS IICUXOJIOT, Ype3
pasroBop OT CTpaHa Ha TMeaaror B JeTcKaTa TpajJdHa 3a CHW)XXKaBaHE Ha
HaIMpPEKEHUETO Y JETETO.

Curnanusupar npu HeobxoaumocT Jlupeknus ,,ConuanHo moamomMarade Imo
MECTOKHMBEEHE Ha JIETETO/YUEHHKA C IIeJl OLICHSABAaHE Ha HY)KJaTa OT HACOUBaHE
KbM COIIMAJIHU YCIIYTH 32 OKa3BaHE Ha MOCJIe/BaIlla MOAKpena.

CucreMHusT AAMUHHUCTPATOP (CHY)KI/ITGJ'I B o6pasoBaTeJ1HaTa HHCTUTYOHUA UIIU HACT
BBHHIIICH CHCI_[I/IaJ'II/ICT)Z

1.
2.

OcurypsBa o6miara 6€30macHOCT U (PYHKIIMOHATHOCT Ha MpeKara.

[Ipennara u mpunara Mepku, OrpaHHYaBaIlM JOCThIIA Ha Jelara U YUSHUIUTE 10
BpPEHO WM HE3aKOHHO ChAbP)KAHUE U TOBEICHHUE B UHTEPHET B CHOTBETCTBUE C
JIeMCTBAIIOTO 3aKOHOAATeICTBO Ha Penyonuka boarapust.

W3BbpiiBa mepruoauyeH mperiie]] Ha KOMIIOThPHATa Mpeka Ha oOpa3oBaTenHaTa
WHCTUTYIUS 32 HAJMYME HA BBH3MOXKHU 3allIaXd M PHCKOBE 32 CUTYPHOCTTA Ha
JeraTa u y4eHUIUTE MPU padoTa B MHTEPHET.

Crnenu Tpaduka, OCBIIECTBSIBAH Ype3 KOMIIOThPHATA Mpeka Ha 00pa3oBaTeHaTa
WHCTUTYITHS.

[Ipennpuema He3abaBHU MEPKU 3a IPEYCTAHOBSBAHE Ha JOCTHIIA HA AelaTa U



YYCHUIIMTE JI0 HE3aKOHHO M BPEJHO ChIbPKAHHE B MPEKATA.

6. VYBemomsBa He3a0aBHO JUPEKTOpa Ha JETCKaTa IpaJWHa/yqHIIUIIETO MPH CIIydan
Ha KUOepTOpMO3, HapylllaBaHe Ha NpaBWIaTa HJIU TP YCTAHOBSIBAHE Ha
HE3aKOHHO ChAbPYKAHUE WK TIOBEICHHE B MpEXKara.

7. CopueiicTBa 3a ycTaHOBSIBaHE Ha M3BBPIIUTENN Ha KHOEPTOPMO3 U ITpHUIIara MEpKu
3a OrpaHNYaBaHe Ha TAKUBA CITydau.

Yact II. I[IpaBa ¥ 0OTTOBOPHOCTH HA DO}II/ITeJII/ITel

Popurenure umar npaso 1a:

1. TlomywaBaT uHpOpMaIUs 32 PUCKOBETE U 3aIUIaXUTE 3a 0€30I1aCHOCTTa Ha
TEXHHUTE Jiella Ipu paboTa B UHTEPHET B JIeTCKaTa rpaiiHa/ yYUIMILETO U BKbBIIH.

2. bbpar cBoeBpeMeHHO HHPOPMUPAHHU, aKO AETETO UM € 00EKT Ha KHOEPTOPMO3 B
JieTcKaTa rpauHa/yyuinieTo.

3. YyacTBaT CHhBMECTHO C PBKOBOJCTBOTO Ha 00pa3oBaTelHATAa WHCTHTYIUS TIPH
paspeliaBaHe Ha BCEKM KOHKpETeH MpoOseM, CBBp3aH C HapyllaBaHEe Ha
MpaBWJIaTa OT CTPaHa Ha TEXHUTE Jiela.

4. VYwyacTBar cbhC CBOM MPEAJIOKEHUS B ONPEACISTHETO Ha MpaBujaTa U MEPKUTE 3a
0€e30MacHO U3MOJI3BaHE HAa MHTEPHET B JIETCKaTa I'pajJvHa/ yUUIHILETO.

5. Tlomyuat wHbopMmaIusa 3a WHOOPMAITMOHHO-CUTHATN3AIMOHHN TIaTHOPMU KaTo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTenurte HOCAT OTTOBOPHOCT Ja:

1. TlomMorHar Ha IIETETO CH Jla U3TPaJN YMEHUS 3a OHJIAiH oOlyBaHe U O€30TIaCHO
W3M0JI3BaHEe Ha UHTEPHET.

2. OcpblecTBsIBaT MOCTOSHEH KOHTPOJI 32 CUTYPHOCTTA Ha JIETETO CH B UHTEPHET.

3. IlposiBsBaT MHTEpec KbM aKTUBHOCTTA Ha JIETETO CH B MpEKaTa, BKIIOUUTEIHO U
Ch37aBaHEeTO Ha MPOGWIM B COIMAIHU MPEXKHU M PEruCTpallid B CalTOBE U
MOOWJIHU TIPUJIOKEHUSI, KAKTO M Jia Pa3sCHAT IMOCJIEACTBUATA OT CbH3/1aBAHETO
W/WIH pa3lpoOCTPAHEHUETO HA OTPEIENICHO ChIbp)KaHUE.

4. Ilpu ycraHOBSsIBaHE, Ue€ AETETO UM € )KepTBa Ha KHOEPTOPMO3, J1a CUTHAIM3UPAT Ha
otaen ,,KubepnpecrpnHoct” kbM ['N1aBHa aupekius ,,bopba ¢ opranuzmpanara
npecteiiHoct”  (http://www.cybercrime.ba/bg), wmam ILlenthpa 3a 0Oe3omaceH
unteprer (https://www.safenet.bg/), kakro u mMoraT ma MOTBHPCAT ChHACHCTBUE OT
Hupekuust ,,ConuanHo TOANOMaraHe MO MECTOXUBEEHE Ha JETeTO C Ll
OKa3BaHE Ha TCUXOJIOTMYECKa MOoJKperna Ha JaereTo. B To3um ciydail TpsOBa na

YBC,Z[OM}ITZ U TUPEKTOpa Ha 00pa3oBaTeIHaTa HHCTUTYIIHSL.

5. CexpaHsBaT 3[paBeTo Ha JAETETO, KaTO MPOCIIEASBAT BPEMETO 3 M3IOJI3BaHE Ha
UHTEPHET.

6. VYBemomsaT aupekTopa Ha oOpa3oBaTelHaTa WHCTUTYIHS, KOTaTo WM CTaHe
U3BECTHO, Y€ JICTeTO UM € 00EKT Ha TOPMO3 OT JPYro JeTe, C KOETO € B eIHO U
CBIIO YYUIIHUILE.

Yacr II1. O0mm npasuJia 3a 6e30nacHo 001IyBaHe B HHTEPHET 32 Jenara u
YYeHUIUTE (AZANTHPAHHU 32 TAX)

Karo ACTC W YYCHHK CbM JUIBXKCH Ja Clla3BaM CJICOHUTE IIpaBuiia. Axo ce

1 Or CTpaHa Ha O6pa30BaTCJ'IHaTa HWHCTUTYLUA CI€ABa Aa 6’B,Z[aT OpeaAnpucTu H606XO,I[I/IMI/ITC ﬂeﬁCTBHﬂ POAUTCIINTE
Ja 6’L,Z[aT 3allO3HATH C TCXHUTC IpaBa U OTTOBOPHOCTHU U C IIpaBUjiaTa 3a Oe3omacHa pa60Ta B UHTCPHCT, KOUTO
AClaTa U YYCHUIIUTC Ca 3aIbJDKCHHU Na Clia3BaT

yBe,HOMHBaHeTO MOXCE Ia 6’[)}_'[6 B YCTHAa WJIXA MUCMCHA (I)OpMa, KaTo 3a NpCAINOYNUTAHC € NMCMCHATA TaKaBa.


http://www.gdbop.bg/
http://www.gdbop.bg/
http://www.spasidete.com/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpy/AHSABAaM B TSXHOTO pa30HpaHe, MOra Jia rmoJiy4a rmojkKpena oT poAUTes Wi OT yIUTEN, 3a
11a MU ObJaT OOSICHEHU:

1.

He nmaBam nmuna mHpOpManums: uMe, ajpec, mapojia OT €JIEKTPOHHa MOIIa,
npo(uIiI B cOLMalIHA MPEXa, JINYEH TeJaeOoHeH HOMEp, JIeTcKaTa
rpaJrHa/yquIMIIETO, B KOETO yUa.

He nmaBam mupopmarus 3a MectopaboTaTa WiM JIMYEH U CiryxeOeH TenedoHeH
HOMEp Ha POAMTEINTE, HACTOWHUINTE, OIM3KUTE, MPUATEINUTE, ChYICHUIIUTE U
MMO3HATUTE CH 0€3 TAXHO pa3pericHue.

He m3npamiam u He KauBaM OHJIAH CBOM CHUMKH U BUjIea, Oe3 Ipean TOBa 1a €
00CBHJICHO U B3€TO PEIICHUE C POAUTEIIUTE MH.

He m3npammam 1 He KauBaM OHJIAIH CHUMKHU W BHJ€a HA MPHSTEIH, ChbYYCHHUIH,
POIHUHM, YIUTENH, OJU3KH, MO3HATH U Jp., 0€3 MpeIr TOBa Ja € 00CHIEHO C THX,
a B CiIyJauTe, KOTaTo ce Kacae 3a MOW NPHUATENH, ChbYYEHHIIH, Ja € ChIIIaCyBaHO
OT TSIXHA CTPAaHA U C POAUTEIIUTE HM.

He otroBapsm u He oTBapsM mpukaueHu ¢aillioBe Ha €JIeKTpOHHA I[olIa,
MoJlydeHa OT HeMo3HaT mojaTes. Ts MOXe Ja ChAbpKa BUPYC HIH Apyra
3JIOBpEHA MpoTpama, KOSTO JIa YBPeAu KOMITIOThpa/Tenedona/TadneTa uin 1a ro
HaTpaBH yS3BUM 33 BHHIIEH JIOCTBIL.

[lle ce mochBeTBaM C POAMTENHUTE CH/YUWTEIN, MPEIH Ja CBAIS HIU WHCTAIHpaM
HOBA MporpamMa/IpUIo’KeHUE Ha KOMITIOTHD, TenedoH, TabseT, KaKTO U He TpPaBs
HUIIO, KOETO MOXKE Ja YBPEOH KOMITIOTHpPAa WJIM 4pe3 NAJCHO JCHCTBHE Na ce
PasKpHsIT JaHHHU 32 MEH U CEMEHCTBOTO M.

Hemmara, kouTo npaBsi B MHTEPHET, HE TPsIOBA J]a BpeIAT HA APYr'H XOpa UM Ja
IIPOTHBOpEUYAT Ha YCTAHOBEHHUTE IIPaBUIIA (YACT OT TAX Ca YPEACHU B 3aKOHH).
N3BecTHO MY €, 4e € 3a0paHeHo Aa ce U3MO0JI3Ba YyXk 10 MOTPEOUTEIICKO UME,
napoJia ¥ eJeKTPOHHA MOIa.

He nuima n He kauBaM HHUIIO, KOETO MOYXKe J1a € OOMAHO MM YHU3UTEIHO 33 MEH
WIH 33 APYTH XOpa.

10. HezabaBHO uHbOpMHUpaM Bb3pacTeH (POAUTEN, YIUTEN, TUPEKTOP, IeIarOTUYECKU

11.

12.

13.

14.

CBHBETHHUK), KOTAaTO TOMNAJHA HAa MaTepHald, KOUTO Me Kapar Jia ce YyBCTBaM
HEYJI00HO WM Ha MaTEePUaIH C BPETHO WM HE3aKOHHO ChIIbPKAHUE, KOETO MOXKE
na Obae mopHorpadus, MPOTOBsAIBAHE HA HACWIME M TEPOPH3BbM, €THHUYECKA U
PEIUTHO3HA HETOJIEPAHTHOCT, THPTrOBHSI C HAPKOTHIIH, Xa3apT U JIp.

He otroBapsiM Ha ChOOIIEHHS, KOUTO ca OOHMIIHH, 3alUTAIINTEIHU, HETPHINYHU
WM M€ Kapar Jia ce 4yBCTBaM Heylno0HO. MHbopMupaMm poauTenuTe CH/KIIacHHUsI
PBKOBOIMTEN, YYWTEN, JUPEKTOp, TIENarorMYeCKu CHBETHUK 32 TaKWBa
CHOOIIECHUS.

Axo HSKOW Me 0OWXKIla WJIM TOPMO3H OHJIAiH, He oTroBapsM. JlokianBam ro Ha
OTrOBOPEH BB3PACTCH (POJIUTEN, YUUTEN, ITUPEKTOP, MEeJAarorniecku ChBETHUK).
Mora u caMm Ja JOKJIaaBaM, KaTo I0JIaM CHTHAJl Ha CaMHsl CaWT WIM Ha
nocoueHute ampecu: www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro Omoxupam. [lobpe e na
HampaBs BeJHara €KpaHHa CHMMKa (CKPMMHIIOT) Ha ChOTBETHHUS pa3roBOp WIU
ChIbpKAHHUE KaTO ENEKTPOHHO J0KAa3aTeJCTBO, KOETO IMperaBaM Ha OTrOBOpPEH
BB3pacTeH (POJIUTEN, YUUTEN, TUPEKTOP, MEeJaroTHUECKH ChbBETHHK).

Buumasawm, koraro pasroBapsim B yat. [Tomus nmpaBuio Nel: ye xopara oHnaiiH He
BUHAru ca Te3W, 3a KOUTO C€ IMPEJICTaBiIT W MOTaT Ja ThPCAT OIpenesneHa
nHpopMaIus, ¢ KOSTO J1a 3JI0yIOTpedaT ¢ MeH WM ¢ aApyrute xopa. [IpaBuio Ne2
€ ue He MPaBs HUILO Ha JPYT YOBEK B MpeKaTa, KOETO HE MCKaM Jla MU CE CIIYYH U
Ha MEH.

Axo ce ciyud Aa momnajaHa Ha MH(pOpMaLus WM APYro chIbpikaHue B Mpexara,
KOETO He MU XapecBa WM M€ IUIAIIN [0 HAKAKbB HAYMH, MOTa J1a M0JaM CHTHAaJl
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Ha JIeHOHoIHaTa u Oe3matHa Hannonannara tenedonna nuaus 3a aeua 116 111,
Ha ortaen ,.KubeprnpecrsnHoct™ Ha ['ZIBOIT (http://www.cybercrime.bg/bg), na
Ilentspa 3a Oe3omaceH WHTEpHET Ha azapec: Www.safenet.bg, mnm Ha TexHus
tenedoH 124 123, unu npe3 yaT-Moxynna Ha Www.safenet.bg .

He TpsibBa ma mpuemam cpemiu ¢ JMia, ¢ KOUTO ChbM C€ 3alo3Hall/a B UHTEPHET,
OCBEH Clie]] ChIVIacueTOo Ha poaurtenure Mu. [lomHs, ye xopara, ¢ KOUTO ce
3armo3HaBaM OHJIAWH, HE BUHATW Ca TE3H, 32 KOUTO ce mpenacTtaBsaT. OmurBam ce
BHUHATH Jla TIPOBEPSBAaM JIAJIM YOBEKHT OTCpEIa HAMCTHUHA € TO3H, 32 KOTOTO Ce
MpeacTaBs Ype3 MpOBEpKa MO0 WME, MMEHJI, CHUMKA M KOHTpPOJIEH BBIIPOC, Ha
KOHTO OM TpsOBayo Na 3Hae OTroBOpa, ako € HawcTtuHa To3W. [lpm chMHeHme
MOE€ Ja NoJaM CHUTHaJ WM Jla MOThpCs ChBET mpe3 caita Ha LleHTbpa 3a
Oe3omacen nHTepHET WWW.Safenet.bg.

N3nomsBaM HacTpoMKUTE 32 O€30MACHOCT | 3allUTaTa HAa JIWYHUTE JTaHHHU HA
COLIMAJTHUTE MPEXH, MOOUITHUTE NMPHIIOKEHUS U Opay3bpuTe.

M3nomBam pynkumsTa 3a 6e3onacHo cbpdupane. He mocemaBam caiitoe B
WHTEPHET, KOUTO Ca ChC ChIbPIKaHNE, HEMOIXOIAIIO 3 IETCKA ayAUTOPHSI.
W3non3saM TpyaHu (ABATH, C TTIABHU U MaJIKU OYKBH, HU(PH U CIIEUAIHU
3HAILIM) U PA3JIUYHU 32 BCEKU CAMT MapoJy.

W3non3BaM aHTUBUpYCHa Mporpama, KOSITO CJEABa PEIOBHO J€ ce OOHOBSIBA.
3aelHO C OTrOBOPHUTE BB3PACTHU (POAWUTEN, YUUTEN, JUPEKTOP), MOIAbpKaM
MOCIIEIHUTE aKTyaTH3MpaHN BEPCHH HA BCHUKHU MPOTPAMU H MTPHIIOKCHHSL.

Axo mo3BaM OOIIM KOMITFOTPH, BUHATH TPOBEPSBAM JTAIA CbM H3JISI3BII/U3IsI31a
oT mpodrita cu, cieq KaTo CBBPIIM Yaca. B ciyuaid, ue HaMmepsi yCTpOWCTBO, HA
KOETO JIpYT YUYEHUK € paboTuiI, HO HE € 3aTBOPUJI Mpoduia cu, BeHara e u3issa
0e3 1a mperiexaaM, MPOMEHIM WK 100aBsiM HHpOpMalus B mpoduia my.

CXEMA 3A YBEJIOMSIBAHE B CJIYUAIL HA KHBEPTOPMO3

Tlere POI[I/I}“GJ‘I,
HaCTOMHUK,
\_/
MOTICUUTE, IPYT
noJiarauy rpuxu
3a IETETO
CucreMeHn
aIMUHUCTPATOP
(CcyKHTEN WIIH
BBHIIICH Vuuren, Bp3IUTATEN,
CTIEITUAJTUCT) PBKOBOJUTEN
| nanpasnenue KT,
JTUPEKTOP,
e JarOrTHIeCKU
CHEIHUAIIUCT
! L 4
v
Hupekrop / Jupexuus
Hanuonanna Ten. TUHHUA 3a ,,ColluaiHo
mema 116 111 rnoanomMarane”

www.cybercrime.bg
www.safenet.bg
ten. Ha LleHThp 3a O6e3omaceH
uHTEepHET 124 123
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KPATBK PEYHUK U JOITBJIHUTEJIHU CBBETH:

KAYBAHE U CHOIEJAHE HA CHUMKMHW — CHuMKM WIM BUICO Ha JIETE,
YUEHUK, POJUTEN, YYUTEN, IAUPEKTOP, ICHUXOJIOT, PECYpCEH YUHUTeN, OJIM3KU, MNPUATENIH,
MO3HAaTH WJIM HENO3HATH JIMLA ca IMyOJIMYHO JOCTBIHU H300pa)K€HUS B UHTEPHET, KOUTO
MOraT Ja ca Ka4eHM OT DPOJUTEIUTE WJIM JIPYrM WICHOBE HAa CEMEWCTBOTO, IPUATEIIH,
ChYYEHHIH U Jp. Te3u, KOUTO ca TH CHOJCIWIN/Ka4uiIl B HHTEPHET, MOXKE Jla UMaT H3IISII0
no0pu HaMepeHus: KbM Hero/Hes. Ho TakoBa chabpikaHue MOJKE J1a HAKBPHSBA JIMYHOCTTA H
JOCTOMHCTBOTO Ha JIALETO. [IpenopbunuTesHO € M0 HUKAKBB MOBOJ J]a HE C€ KauBaT CHUMKH
Ha JIeTe, 32 KOUTO MMa M Hail-MaJIKOTO CbMHEHHE, Y€ MOTraT Jia My HaBpeIsiT U 0e3 HEroBo
cbriacue. CroJiensiHETO Ha CHUMKH € YECTO CPEIlaHo SIBJICHHE B COI[MAIHUTE MPEXKH, 3aTOBa
OCHOBHa IIpernopbka € MOJAOOHM CHUMKH Ja C€ CHOJEISAT caMO C XopaTra OT CIHCBhKa C
MpUATENN Ha YOBEKa, KOWTO MCKa Jla Kaud CHUMKaTa, U ollle Io-100pe — camMo ¢ rpymnaTa Ha
Hal-OJM3KK MPUATENN OT peaHus )KMBOT. BaxkHO €, KoraTo ce CHUMa CbC CMapTQOH, aa ce
yBEpUTE, Y€ CHUMKUTE HE C€ KauBaT aBTOMATUYHO B Mpo¢uia HAa POAUTENS WM JETETO B
caiftoBe karo MHcTtarpam Hampumep. B mpodunure cu B connamHuTe Mpexu TpsOBa /1a cTe
CUTYPHM, Y€ CT€ HACTPOWJIM JOCThIA JIO CHUMKHTE CH Taka, 4e€ J1a C€ BHXKIAT CaMmMoO OT
npustenute Bu. ChIIoTo ce oTHAacd M 3a HACTPOMKUTE Ha OOJIAYHH YCIYrd, B KOUTO C€
ChJIBbPKAT CHUMKU U MHPOpMAIHSL.

OHJIATH (KMBEP)TOPMO3DbT mpejcTaBisiBa H3ION3BAHETO HA MHTEPHET 3a
HaHAcsHE Ha €MOIMOHAJHA Bpeaa BbpXY APYyrd xopa. TopMoO3bT B MHTEpHET MOXE Jla MMa
paznuuHu Gopmu. Toit Moxe na MHHaBa Mpe3 pa3NpOCTpaHsBaHE Ha MOJUTPABATENIHU M
0oOMJTHM CHUMKH U BUJICOKJIUIIOBE B CAMTOBE 3a CHOJIENSIHE Ha BUJACOCHhAbPKaHuEe Kato Vbox7
n YouTube, ch3maBane Ha dammuBu npoduiu ¢ 0OMIHO ChIBPKAHUE B COIMATHU MPEKH
kato Ask.fm, ®eiicOyk u MHcTarpam, KakTo ¥ B ChOOIIEHUS U M300pa)KEHUS B TIPUIIOKCHHUS
3a KoMyHuKanus karo Ckain u BaiiObp, unm B u3npamaHeTo Ha OOMIHU CHOOIICHHUS U
KOMEHTapH, B CHIIUTE CATOBE U IIIaTHOPMHU.

KPAXKBATA HA ITPO®UJI (xakHaT npo¢ui1) npeacranisiBa MPUCBOSBAHETO Ha
gy TOTpeOUTEICKH Npoduia B colMagHa Mpexka, miaatdopma 3a oOIIyBaHe (Hampumep
@eiicOyK), eneKTpoHHa noula uiau apyr caidT. Kpaxxbara ctaBa Bb3MOXKHA 4pe3 BIU3aHE C
MpaBWJIHATA TapoJia M HeWHaTa MOJAMsIHA C HOBa M HEHM3BECTHA 3a YOBEKa, Ha KOTOTO
NpUHAUICKH NpoPuiabT. Bb3MoxkHO € cren kpaxbara mpodmibT Aa ce H3MoJi3Ba 0e3
3HAHHMETO U CHIIACHETO Ha MbPBOHAYAIHUS COOCTBEHUK. AKO Ha JIeTe MOJ] 3aJAbKUTEIHATA
3a MOBEUYETO COLMATHU MPEXHU Bb3pacT oT 13 roauHu (Ta3u BB3PACT € Takapa, 3allOTO MO-
rojsiMaTa 4acT OT HOIYJISIPHU COLIMATHU MPEXH ca aMePUKAHCKH U MpaBUIIaTa 3a MoJI3BaHe ca
ChOOpa3eHH ¢ aMEePUKAHCKOTO 3aKOHOIATEJICTBO) c€ Ch3aaBa coOCTBeH npodus BbB DelicOyK,
MHOTO € BaXHO MHpu H300pa Ha BB3pacT Aa ce u3bepe mox 18 roaunHu, THH Kato 3a
HEI'BJIHOJIETHUTE TOTPEOUTENN UMa BAXKHH JOTBIHUTETHH 3aIIHUTH.

KPAXKBATA HA JIMUYHU JAHHMU e Bu KOMIIOTBPHO MPECTBIUIEHUE, IIPU KOETO
ce MpuIOOMBAT YYXIM JIMYHM JAaHHU C e (UHAHCOBAa M3MaMa WM 3J0yrnoTpeda KaTo
TerjieHe oT OaHKOBa CMETKa, WM KaHIUIATCTBAHE 3a KPeIUT OT 4yXJ0 ume. Ta3u omacHoCT
10 TIPUHIIMII HE 3acAra MOo-MaJKuTe Jela, KOUTO He MPUTEXaBaT JIMYHU JOKYMEHTH, OaHKOBU
CMETKM Miu Kaptd. Ho mpu TuitHeimxbpure Haj l4-roauniHa BB3pacT TO3M PHUCK CTaBa
aKTyaJleH.

OUIIHUHI' ATAKHUTE ca naii-pasnpoctpaneHara gopma Ha MHTepHET n3Mama u
LIMPOKO MU3MOJI3BAH IIOXBAT OT KOMITIOTBPHU ITPECTHIIHUIIM 32 II0JIy4aBaHE HA Ba)KHA



uHpopmanusa. ToBa mpecTbiyieHne ce Hapuya ,,.pummer’ (,,phishing” — "3apubsBane”,
npousnusa ot fishing — pubo0IIOB), 3aMI0TO ENEKTPOHHUTE CHOOIICHUS, KOUTO CE pa3mpaniar,
ca KaTto ,,BBAMLM’ C OCHOBHA IIENl IMOJIydaTeIWTe Jia Ce ,,XBaHAT Ha TAX MOPaad CBOSTA
HEONUTHOCT M HEOCBEJOMEHOCT, Karo WM OTroBopar. llpu ¢umuHra wn3MaMHHULINATE
pasmpariar eleKTpoHHa MOINa, KOSTO NMpPeTeHIUpa, Ye HIBa OT IMOYTEHA KOMIIAHUS H Ce
omWuTBa Ja yOeau moJydarens Ja Jaje BakHA JMYHA WM (puHaHCOBa HH(OpPMAIMS.
EnexktpoHHOTO CcHOOIIEHHE OOMKHOBEHO MOJIHM Ja C€ M3NPATAT JUYHU JaHHU W JaHHU 3a
0aHKOBa CMETKa B OTIOBOp HJIM Jla C€ BbBEJAT Ha yeOCalT, KbM KOWTO MMa BpB3Ka. Te3n
JAHHU Ca HAaIpUMep NOTPEOUTEIICKH UMEHa, TApOJId M HOMEpa Ha KPEUTHU KapTH.

SAIUTA HA KOMITIOTBPHUTE MPEXHU OT OITACHA EJIEKTPOHHA ITOILIIA

1. He TpsiOBa na ce mposiBsiBa HHULIMATHBA 3a MOJIydaBaHEe Ha UMEIT MHcMa, HHTEPHET
CTpaHUIM, KOUTO Mpeasarat O0e3njaaTHU WK IJIAaTeHU YCIYTH U CTOKU, YECTO Mpeasiaraiy aa
BU U3MPATAT MpoMoLuu o e-mail. OTkaxkete TakaBa yciyra.

2. Nmeiin agpechT ce crmojiens camo Ipu Hyxaa. Korato ce mpenaBa 1Mo €IWH WIIH
Jpyr MOBOJ, C€ BHUMaBa 3a CIEJAHUTE JBE HEIlla: IbPBO JaJId OpraHU3alusATa WIN YOBEKbT,
KOWTO TO IOJIy4aBart, 1€ BH W3MpaTH HEXeJaH MMEIT; BTOpO, MOXE JIM Jla ce pa3uuTa, ue
UMeEN aJipechT HAMa J1a ObJie 1aJieH Ha TPETO JIUIIE.

3. He ce oTBapsT uMmeiinuTe B HexenaHa noma. Hukora He ce oTBapsiiTe MpUKauYeHH
(haiimoBe B ChOOIICHHUS OT HEMO3HAT M3Mpaiad. AKO He ce To3HaBa UMeTo B mojeto ,,O1”, He
OTBapsITE IpUKAYCHHS haii.

4. AKO ce MoJy4d HEO4YaKBaHO CHOOIIEHHWE ChC CTPAHEH MpHKadyeH (aiyl OT MOo3HAT
u3npamay, TO OM MOIJI0O Ja ChIbpKa BHUPYC. MHOTO 3JI0BpEAHH TPOrpaMu ce
pa3npocTpaHsaBaT JO BCUYKM KOHTAaKTH, KOUTO HaMEpsAT B IOIIATa HA 3apa3eHUs KOMITKOTBD.
TakuBa chOOIICHHS Y€CTO UMAT CTpaHHA TeMa WJIM MMe Ha npukadeHus (aitn. Yecto ToBa €
IIETOBUTO CHOOLIECHHE, HAchpyaBallo MoJyyaTess Ja BUAM KapTUHKA WU Ja IpoyeTe
MpUKaYeH TeKCTOBU (aii. BuHarm usuckBaiiTe MOTBBPKIECHUE OT H3Mpalladya, Mpead aa
OTBOPHUTE CHOOILICHUE WU MPUKaYeH (ailsl OT TaKbB BUJL.

5. IlpoBepsiBa ce mMBIHOTO MMe Ha mIpukadeHus ¢ain. CKpUTUTE pa3lIUpPEeHUs OT
uMeTo Ha ¢aitma Morar nga 3abiayIasaT Ja OTBOPUTE 3apa3eH IMpukadeH (aiin oT umeiina.
Bunaru ce mpoBepsiBa aiau UMEN NPUIOKEHHETO IMOKa3Ba I'bJIHOTO UME HA NPUKAYCHUS
(aiin, BKIIOYUTENTHO pa3iiupeHneTo. Bupycu u uepBen Morar ja ce chabpxaT BbB (¢ailiiose,
KOUTO M3IJIeKAAT KaTO KapTUHKU, HANpUMep ¢ pasmupenue .jpg. Ho e Bb3MOXKHO Aa umar
CKPUTO paslIMpeHue, KaTo .exe WU .vbs KbM HMETO Ha dailna, KOeTo o03HayaBa, ue
MpUKAaYeHUAT (aiil He € KapTHHKa, a Mporpama, KOsITO IIe Ce€ CTapTHpa, IIOM CE OTBOPH
NpUKadeHus Qait.

6. BuumaBa ce c¢ dammuBuTe mnpeAynpexaeHus 3a Bupycu. DanmmmuBuTe
MpenynpexIeHus 3a BUpycu ca u3BecTHH karo "hoaxes". ToBa e ¢anmmBo choOIIeHHE, KOETO
MOJIBEX/1a OTpEeOUTENNTE J1a BAPBAT, Ye ca MOJTyYWIM BUPYC U TW HachpuaBa Jia MpenparsT
MIPENYNPEKIEHUETO HA BCEKH, KOTOTO IO3HABAT.

7. He otBapsiite uMeiln1, chAbpKall HexenaHa pekiama. Toil Moxe na Obae
M3II0JI3BAH 3a MPEeHAcsHEe Ha BUpYycH U uepBen. OT choOpakeHUs 3a CUTYpHOCT Ou TpsiOBaso
Jla U3TpUBaTe BCHUYKMU PEKIAMHU CHOOLIEHHMsS OT HEMO3HAT M3MIpallad BeJHara, 0e3 Ja I'
OTBapsITE.

8. He ce um3mon3Ba camo egHa MOMIIEHCKAa KyTHs 3a BCHYKO. CHENUaTUCTUTE MO
KHOEpCUTypHOCT IPEnopbyBaT J1a C€ OTKPUBAT HAKOJIKO PA3IMYHH MO U JIa C€ PA3JeNAT 10
IIpeIHa3HAaYCHHE.

9. U30bsrBaiite chII0 Taka Jia MpenpamaTe MucMa MEKIY HIKOJIKO BAIIH MOIEHCKH
KYTHUH.



10. He e mnpenopbuuTeNHO Ja Cce€ Mperpam@ar NUCMa JIO0 HAKOJKO YOBEKa
enHoBpeMeHHO. Oco0eHO TakuBa, OT THUMA - "TIpenpaTeTe ro 10 7 YOBEKA M LIE BU CE€ CIy4d
Helo xy6aBo" uiy "moMorHeTe Ha OOJIHOTO MU JIeTe, KaTo MpernpaTuTe TOBA MUCMO HAa MHOTO
X0pa, €I KOM CH IIe MU JaJie 3a BCeKH 3 uMeina 5 neHra, Hanpumep. Te3u mucma ce
pasmpocTpaHsiBaT C Il ChOMpaHe Ha JACHUCTBUTEIHW HMEWJI aapecu, ThHA KaTo WP
nperpaiiane, KbM IMHCMOTO c€ 00aBAT aBTOMAaTHYHO M aIPECUTE Ha MPETHUTE TOTydaTelIH.
Cren HSKOJIKO TMpETpamaHus, B €IHO TaKOBa IMHCMO C€ ChOMpAT HIKOJKO CTOTHIM PEaHH
MMEIIT ajipeca, KOUTO CJIE]] TOBA Ce€ MPoJIaBaT Ha (UPMH 3a CIIaM.

11. Ako Bce mak MUCKaTe Ja MpernpaTuTe HAKAKBB TEKCT WM HH(pOpMAIus, KOSTO CTe
MIOJTYYHITH, KOTIMPAWTEe TEKCTa M T0 M3MpaTeTe KaTo HOBO MrcMo. He mpenparmaiite npeaHoro,
BBIIPEKH Y€ € MPUMaMITIBO NO-JIecHO. Taka 1ie mpema3uTe NpUsTeIUTe CH OT OBIeH CIIaM.

12. Axo mopajM HSKAaKBa MPUYUHA IHPKUTE Ja MPEHPATUTE OPUTHHATHOTO MUCMO,
cnoxere anpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJTyYaTelIUTe
HsMa J1a BUJM aapecuTe Ha APYruTe noiydarend. [IpuumHaTa ma ro M3MOI3BaTE HE € Ja
CKpHETE TOTyJaTeNIuTe eIH OT JPYT, a Ja TH MpeAra3nuTe, B CIydail 4e agpecHara KHATA WITH
eJIEKTPOHHATA TIOIIa Ha HAKOW OT TAX CTaHE JOCThIIHA Ha cnam-00T (HampuMep mnopamu
BHUpYyCHAa UH(EKIIHS Ha KOMIIOTbpPa MY).

13. Tlewanba ot noTtapus: He cre credemmid. CaMbpuTe HM3IMOJ3BAT Hai-pa3THIHU
MpUMaMJIMBH 3arjaBWsi HAa THCMaTa, 3a Ja HakKapar IMojydaTeliss Ja TW OTBOpHU. MHOTO
MOTpeOUTENIM HAMCTHHA OTBApAT MOJ00HW TcMa. Jlopu cies OTBapsSHETO BeAHAra jaa To
W3TpHETE, CAMOTO OTBApsSHE Ha MICMOTO OM MOTJIO Jia OTBBP/H, Y€ apechT € pealieH U BHe
CT€ TO TIOJTYIHIIH.

14. Ornucsane oT OMOJETHH, 3a KOWTO HE MOMHHTE Oa CTE€ ce 3anmucBaiau. Yecto
cpeliaH MeToJ, M3IO0JI3BaH OT CIIaMbpUTE 3a HAMHUpaHE Ha aKTUBHUTE MOLICHCKU aIpecu.
N3npama ce OroyieTMH C JIWHK 3a OTMHCBaHe (y)X) OT mosy4aBaHero My. OTHUCBaKU ce,
BCBITHOCT MOTPEOUTENAT MOTBBPK/IAaBa, Y€ M3MOJI3BA MOIIEHCKAaTa KyTHs, C KOETO BeaHara
BIIM3a B CllaM JIUCTUTE. BMmecTo na ce ormucmate, OIOKMpaiiTe MOTy4aBaHETO HA MHCMa OT
TO3M afpec.

15. He ortBapsiite mucma, kouto ca GUIIMHT aTakd. Haii-noOpusaT HauyuH na ce
3alUTUTE OT (PUIIHUHT aTaKu € KaTO HUKOTa He OTBapATe (PUILKHT MUCMA, HO YECTO € TPYIHO
Jla ce pa3no3Hae Koe nMucMo € puimHr ataka. Moxkere Jja ru pa3no3Haere mo:

e  OOpsmenuerto e "Dear Customer" wim "Dear User", a He Bameto nme.

e B mmcmoro mnwmmie, ye akayHTT Bu mie Obie mnpekpaTeH B ciydaill, 4ye He
MOTBBPJUTE JaHHUTE cH He3zabaBHO. /Hackopo crnambpute M3moi3Baxa mojo0eH
noxaar koraro Ckaiin ce cpuHa 3a 1 neH. PaznpocTpanuxa choOuieHus, ye cKain
II[€ YUCTH HEAaKTUBHH aKayHTHU U CE MCKallle Ja ce pa3NpaTu choOllIeHrue Ha nmoHe 15
MOTpeOuTeNs, 3a 1a Ce I0KaXe aKTUBHOCT./

L4 NmennsT uaBa ot AKayHT, Mpujinvany, HO HEC €JHAKBB C TO3H, KOMTO H3M0J3Ba
HU3BCCTHA (prMa, opraHnus3anusa " Ip. Axo He cTe CUT'ypHHU JaJI1 IMHUCMOTO €
(1)I/II_I_II/IHF U1K HE, Haﬁ-z[06pe € JIa HC OTBapATC JIMHKOBC, KOUTO Ca HY6J'II/IKYBaHI/I B
HETO, a J1a HAlTMIICTC Ha PbKa aJipeca Ha CaﬁTa, KOHTO BH € HeO6XO,Z[I/IM.

L4 Axo cre MOJIYYHJIM TAaKOBa IMUCMO, 3a IMPCANIOYHUTAHE € 1a 6J'IOKI/IpaTe aapeca, oT
KOWTO € HU3MPaTCHO. Korato ro 6HOKI/IpaTe, Bue naBarte YKa3aHUus Ha MOMICHCKUSAT
KJIIMCHT, 4€ TOBaA € CIlaM M HC TpH6Ba Aa Cce Impuema. IToBeuero HOTpe6I/ITeJ'II/I obaue
IpOCTO U3TPUBAT CllaMa U TOH MpoAbJIKaBa Jia UJiBa B KyTHUsATA.

Hacrtosimmre npaBmia ca pa3padoreHu c orvel (popMupaHe Ha NMOJUTHKH B
AeTCKHUTe TPAIHMHU M YYWIMIIATA, KOUTO /a OPraHU3MpaT M3MOJI3BAHETO HA
o0pa3oBaTe/IHHSl NMOTEHIHAJ KAaKTO HA KOMIKTBPHATA Mpexka Ha o0pa3oBaTesHaTa
HHCTUTYLHS, TAKA H HA IV100aJHATAa Mpeka, B CbYeTaHHE ChC CHCTeMa OT MEpPKH 3a
CHUT'YPHOCT H 0€30MacHOCT Ha enarta u yueHuuure. [Ipuinaranero um Ha npakTHKa HeJu



NOBHINIABAHETO HA HHPOPMHUPAHOCTTA U JTUTHTATHATA TPAMOTHOCT HA OOLIIHOCTTA OT

Ac1a, POAUTEIN, VIUTECIH, JUPECKTOPH U CJIV)KI/ITCJ'II/I.S

3 [IpaBuiaTa ca ceriacyBaHu M pa3pabOTEHH M C Y9aCTHETO Ha eKCIEePTH OT oTAen ,,KndepnpecTbmHoCT” KbM
I'maBna nupexnus ,,bop6a ¢ opranmsupanata npectbrHocT” ¥ ¢ LleHThpa 3a Oe30maceH HHTEPHET.



